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@=l Observe. Think. Act.

m CSI tools developed dynamic analytics tools that deliver
intelligence from and to decisions taken in identity and
access governance for SAP® environments.

m CSI tools’ cockpit and engine
®m provide insight into your real vulnerabilities,
m streamline SAP® roles and then

m deliver practical solutions to improve your risk/security
posture, like automated role building and reverse
engineering.

Observe. Think. Act.
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CSl

Globally Referenced

by hundreds of customers

CSI tools’ references are essentially “Fortune 1000” accounts and
medium accounts in various sectors like Aerospace & Defense,
Automotive, Bank & Insurance, Chemical, Consultancy and Audit,
Energy, Oil & Utilities, ICT and Telecom, Manufacturing Industry,
Pharmaceutical and Health, Public Organizations, Retail, Transport, etc.
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Data Extraction

Crata extraction

Extraction settings
et STAD Info through RFC

Data Preparation

Prepare data ]

Audit Cockpit
Select & Run
Process Audit
Full Review

Result Container

Result Container

Segregation of Duties

Segregation of Duties

Standard Reporting

Standard Reporting

Observe. Think. Act.

Easy to use application

Data Extraction
m Direct download

® via CSI Data Xtractor

Data Preparation

m Create user buffers

Audit

® Run one of the +400 queries

SOD

m Cross system SOD is possible

Reporting
® In batch

® On Screen
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@=10 Main Benefits of CSI Authorization Auditor®

m Features:

®m Stand alone solution to control you SAP users, SAP roles,
SoD conflicts

®m Strong reporting console
m Purpose:

®m Have an insight in all you vulnerabilities in hours

Observe. Think. Act.
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Detalled reporting

Interactive screens with all needed information at your
fingertips

* Append | Preview | Full Detailed |Current query: PYENDA - FI-MD: Maintain Yendaor Master Data [Finance] - 50x_H

directly | Append Report  |Analysis Type:  Single run, Second level. Curent Domain: <Mas
Current variant: (&> =] Run 2nd level | {Piacess STAD | Rating % s 1 25 buro ating DO
11213456739 10(11({12]13]14]15

k] A& | A JUSERDE o T T F.athy Azap T
O & | A JUSERDZZ N Tom Cazh ITIE

O & | A JUSERD29 w2 2 1] 1 Micky Jackzon T

O & | A JUSERD4S w1 1) 1| 2 Chriz Mewman T
v CLASS & | A JUSERDTD w1 11 1] 1 John Daby ITIE

A | A JUSERODS W1 1 1 1 Ronny Ozborne T

|5L|F'EH Al & JUSERODZ W1 1) 1 Tom Jones T

See the delta between who has the authorization and
who has the transaction codes and who has used the
transaction codes

_a Export 3
;j]b Print

Reset layout

Export Access
Export Excel
Export PDF
Export XML

~urw

< B AE

Cancel
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@3={N All interrelated information gives insight

tools

* Lurrent query. FYENDA - FI-MLU: Maintain Yendor Master Data |Finance] - 5Ux_H

Analypsiz Type:  Single run, Second level. Current Domain: <MNas

icky Jackzon
Type Stat  User Object Authorization Morm Ex. Field Yalue [from) Walue [to)
A A Y USEROZ3 F_LF&1_AFF T-T303003400 T B | ACTYT nz
A A Y USEROZ3 F_LF&1_AFF T-T303003401 T ACTWT 03
B & A Y USEROZ29 F_LFA1_BLIK T-T303003400 T BLKRS 2200
A A Y USEROZ3 F_LFA1_BLIK T-T303003401 T
A A Y USEROZ3 F_LFA1_GEM T-T303003400 T
A A Y USEROZ3 F_LF&1_GRP T-T303003400 T
Authonzation Yalue [from] Yalue [to]
2 | T-T303003400 o741
Record: M 4 3 of6 L ix Mo Filte Search
Profile and description Hide Ruoles
p | T-T3030034 Profile for activity group SAP_TR_ADMIMNISTRATOR_AG
SAP_TR_ADMIMISTRATOR_AG Treasury: Adminiztrator
Record: M 1ofl H ix Mo Filte Search
Level 1 Level 2 Level 3 Level 4 Level b
»
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Mass — ‘automated’ run is possible

=] Multiple Variant Run on selected queries

Multiple Variant Run on selected quenes

| @ _A ||

| |:\C
5

_|:| Restrict vanants [to thoze defined in Select & Run]
Yariant Description Included
<MAs Don't use wvariant
AL Aooess to all domaing |
Cab Canada O
54 United States of America [l

Analyses can be done automated per company code,
plant, sales organization etc ... reporting per operating
company becomes extremely easy

Observe. Think. Act.
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Management overviews with freeware

=5| Result Container O

L l RC - USERS Show Users Process STAD #J show Report Options ¥ Audit Report Jr! -
show Comments show Profiles st ; RCD Report footer:
Attached RCD-file: Log. System  Type Dwnid Date {min) Run date (max) Overvicn
D \Softwars\CSIAARC.RCD P25CLNT405 usT 121102002 1112202
Involved Person: [+ [«] ii ‘ -
Closing the gap: # Users
Mbr Query ID Yariant Query description Rating Criticality Total TCode in Horm Exe Log Sys.
. & o i i | i El i | CAN SHOULD DID I:h
] 6 FAPFYA <My Fl-&5F: b aintain &/F Outgoing Payment Postings “ 0K E| SO 11 4 0 0 FZECLNMT405
¥ FAPPRA <M Fl-&P: b aintain &/F Payment Fun 0K E S0%_H 10 8 0 5 P2BCLNT405 £
8 FaFPPPA <Mas Fl-&F: b aintain &/F Propozal Run 1]:4 [ 5O%_M 10 8 0 5 P2BCLNT405
9 FaPlva <M kb4 A FI-AF: Maintain Invoice Verification i]:8 [ 50¥.H 4 4 0 1 P25CLNT405
10 FARMPA CMas M aintain &/F Manual Postings MEDIUM [ +] SO0%_M 11 [ 0 3 P25CLNT405
11 FARFRa <Ma taintain &/H Payment Bun HIGH E| SO%_H 10 g 0 5 P25CLNT405 =
12 MPUREA <Ma M aintain Purchase Requisitions MEDIUM El S0%_M 7 5 0 3 P2BCLNT405
13 MPUORA <MA Maintain Purchase Orders MEDILM E| S0%_M 7 5 0 2 P2ECLNT405
14 MPUORR <My Release Purchaze Orders MEDILM E| SO 8 5 0 0 F2CLMT405
15 MGRPOA <M t aintain Goodz Receipts for Purchase Orders FEDILR El S0 M 9 Ll 1] 0 PZECLMTA0R
16 554384 <Mas Execute ABAPs Directly [5438) WERY HIGH & | 50%_C 21 7 0 2 P2ACLNT405
17 SDEBUA <M Debugging Access Update rights HIGH E| S _C 4 o 1] 0 P2ECLMTA05 -8
18 SUSERA CMas b aintain Users (SUO1) VERY HIGH | 50%_C i 5 0 0 P25CLNT405 Z
19 <WEMDA, M M airtain Yendor Master Data [Centrally) FMEDIURM E| SO¥_H [ [ 0 2 P2ECLMTA05 g
20 SAS5EA <Ma Fl-&8: Maintain Asset Master Data 0K El S0x_H 0 1] 0 0 P25CLNT405 ﬁ
21 AAMDPA <MA Fl-24: M aintain Depreciation Fun 0K E| S50%_H 5 4 0 0 P2ECLMT405 %
X y = n o
Total Currently Selected: Current zort order nurmber: ReSait Nw! ! Select | Deselect I = <=(
Record: A 1 ofbl E oM [ @ Ma Fliter . Search | v
<8
©




&=\l Reports can be dynamically adjusted

=] Result Cantainer - Queri

* RC - USERS Show Users Process STAD 4,” Hide Report Opti ﬂ Audit Report *l
Show Comments Show Profiles ad f-‘«udit Fieport ~
Audit Query for Export to Excel D
Attached .RCD-file: Log. System Type Dwnid Date (min) Run date (max) B!Sn!Eutej iug!t Eepmt per que,l_.r. i i
D:\Software\CSIAARC.RCD P25CLNT405 UsT 12M 142002 T1M22012 1ztnbuted Audit Report per Invaolyed Person
Involved Person: |* El - |

Clozing the gap: # Uzers
Nbr  Query ID Varnant Query description Rating Criticality Total TCode in Horm Exe Log. Sys.

* | =1 CAN SHOULD DID |:|

——— — i

Record: 1 of 61 (3 | " Mo Filter | Search

Genera
-| Report Dptions - General zettings

Show zelected elements

F F [

Advanced infio Uzer details zer type/status [ Contral Objectives

[ Audited objects F/U Mumber of users [ Suggested Controls

[ Audited ransaction codes T_Code lssues Profiles causing Suthorization & TCode access
Legenda [battom of report] Marm [ Risks Profilez causing Authonzation access

I zer filer criteria Executed? [ Recommendations Profiles causing TCode access

Invalved Perzonz [zignatures) [0 Management responses

Undo Save Reset defaults
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Causing info iIs mentioned for remediation

AUd it REpOI‘t CSI| Authorization Auditor ®
Reference FVENDA (3) Rating OK
Process Financial Accounting Sub Process Vendors
Subject FI-MD: Maintain Vendor Master Data (Finan | Logical System | P25CLNT405
Variant =NA> (Don't use variant) Criticality S0X_H
Analysiz: KMuliple run, S econd level
ANDAIR: AMD-logic S_TCODE: MO HORM: MO Filter an: ® E<ECUTED *
User detailS » s mer crisriaar iomom aptis report
Super User T
Profile User group Type Status User FiU code Norm E xe?
] A | A |USER021 (Kathy Asap) ¥ |rT
| A | A | USER022 (Tom Cash) ¥ |1 T| E
| A | A | USER029 (Micky Jackson) YT
| A | A | USEROMS (Chris Newman) YT
[ | mvcLass A | A |USERO010 (John Daby) ¥ |1 T| E
A | A | USER00Y (Ronny Osbome) YT
SUPER A | A |USEROD3 (Tom Jones) YT
Number of users that meet the criteria; 7 (7 useris) have Tcode; 0 user(s) are in the norm; 2 useriz) have the
executed flag)
User typel/status = s oo i bosom orois report
Typed
Status Number of users Humber of users (TCode)
|aa |7 |7 |
Single Roles/Single Profiles causing the authorization value and 3_TCODE
authorization value access
Number
Role/Profile of Users
1 SAP_ISR_GL_BUYER_AG (Retail: Buying Adivities) 1
2 SAP_MM_BUYER_AG (MM: Buwer (Ordering of Materials and Services)) 1

3 SAP_TR_ADMINISTRATOR_AG (Treasury. Administrator) 1
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@=1l SOD results with Executed information

Recalcalltotals | Update norm changes SOD Conflict Results
[ -] S 1 O | ml I
) o ¥ o - T =
— il
iFifter: Show purely "<N4=" conflicts only as =Na=" [ Al !
| I G [ = [« [+I [ [ [ = [ - | (=T =1 = =]
[J Total zelected records: 35 500 TOTATLS
sel. Var.  Conflict ID Description Template  Reason User Name User group  Type Status Morm  TCode Norm 5 Morm  Exe
[ 3 m FIN_MT_B2Z_0001 FlPosting Pericds (Open/Close) Al Bi (B2) A F1+ USEROD3 Tom lones SUPER A A & g 1 1
[#] <M&=  FIN_MT_BZ 0001 FlPosting Perinds (Open/Cloze) Al Bi (B2)  A_F1+ USEROD4 Alex Mighty MYCLASS A A ! !
[ =MA=  FIN_MT_BZ 0001 FlPosting Periods (Open/Close) Al Bi (B2)  A_Fi+ USEROOS Ronny Osborne A A Y ! !
[l =h&x Fihk T RZ 01 Fl Pnstinn Perinds (MMinen/Clneesy &1 Ri (A2 & Fl+  ISFROIMD Anhn Nabw MY ASRS A a b ! !
Show Comments EShow Template Formula i)
Ilzer iz able to open an accounting penod and post or change an &/F document in that HasD Ob
previous period [ciicurmyvent month-end clozing procedures)
-
Record: M 1 of 24 KoM W& Mo Filter | Search [ :‘
NormiD 3
Atias Query Variant  Logical System TC Orig. | Simulated Reason £?
b| 04 FCLOSA Fi: Maintain FI Posting Periods (Open-Close) <NA> P2SCLNT40S Y T
OB FAPMPA FLAP: Maintain A/P Manual Postings: =NA= PZ5CLNT405 AT ™= 5
?(:
v
[}
S
0
O]
©
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@={ll SOD - statistical reports for remediation
project plan 1/2

Segregation of Duties - €Sl Authorization Auditor ®
Statistical overview
by totals
Total TCode Nomm Executed
16 h i 1
o h i 1 E
8 !
3 ! E
by user type
Total Type Status
24 A A
by user
Total User Hame Uszer group User type  User status
4 USERDO3 Tom Jones SUPER A A
4 USERDOS Ronny Osbome A A
4 USERD10 John Daby MYCLASS A A
4 USER022 Tom Cash A A
2 USERD04 Alex Mighty MYCLASS A A
2 USERD30 Ann Peeters A A
2 USERD42 Amie Bond A A
1 USER020 Paul Appelpie MYCLASS A A
1 USEROS0 Barbara Taranting A A

I v o o o o e
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@={ll SOD - statistical reports for remediation
project plan 2/2

by reason
Total Reason description
17 A Fl+ S0X : The integrity of FI master data is the basis forthe integrity ofthe Fl
tranzactional data based on thiz master data.
T A A+ S0X : No user should have access to two conzecutive stages within the AA fiow
T A F4+ S0X : The payment functionality should be segregated from the other tranzactional
data (postings, goods receipts, etc ).
4 A Al+ S0X : The integrity of A5 master data isthe basis for the integrity of the A&
tranzactional data bazed on thiz master data.
by conflict
Total Id Description Template Reason
9 FIN_MT_B2_0001 Fl Posting Periods (Open/Close) AND AP Manual Postings  Bi (B2) A F1+
7 BDO_DEMO MewS0D Rule Bi (B2) A A+
7 PTP_TT_BZ2_0015 AP Payment Run AND AP Manual Postings Bi (B2} A Féas+
4 PTP_NMT_BZ_0007 Vendor M.D. (Fin.) AND A/P Manual Postings Bi (B2) A F1+
4 PTP_NMT_BZ_0010 Vendor M.D. (Fin.) AND AP Payment Run Bi (B2) A F1+
4 PTP_MT_M3_0011 M aintain Vendor Master Data (Finance) and Maintain &P Pa Muli (M3} A A+
by query
Guery Description Total Conflicts Varants U sers
FAPMP A FI-AP: Maintain A/P Manual P ostings 24 4 1 £ )
FAPPRA FI-AP; Maintain A/F Payment Run 15 3 1 T ®
FARPRA Maintain A/R Payment Run T 1 1 T QE,
FCLOSA FI: Maintain FI Posting Perods (Open-Close) 16 2 1 9 é
FWE NDVA FI-MD: Maintain Vendor Master Data (Finance) 12 3 1 4 o
5
14
S
1)
g
@
NEW S0D RESULTS 19 dec 2012 ©
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Reports can be run in batch

Report groups

Inconsistencies
Users

Roles

Profiles
Authorizations
System

Result Container
Segregation of Duties
Stad analyzer

Close Standard
Reporting

Report type: Interactive Batch

List reports of group :

i =] A1

Ilzerz with outdated roles that still have coresponding profiles -~
Ilzerz with rolez with Tranzaction Codes and audit results

Ilgers with rolez and audit results

Ilzers with roles and audit rezults - Full Detailed

Ilzers with roles and audit resultz with Tranzaction Codes

Y2 Authorization Objects

SO0 rezults by reason code [xlz]

SO0 rezults by conflict [xl]

SO0 results by uger group [#ls]

SO0 results by uzer type [«lz]

SOD results by Lzer [xlz]

SO0 results - Statiztical overview

SO0 results - Repart - Canflicting Functionality [conflict = user =» que
SO0 results by query [«lz]

SOD rezults by tatals [xls]

SO0 rezultz - Repart - Canflicting Functionality [conflict = query =» usz
SoD_Statkd_Details [x1s]

SO0 rezultz - Report - Conflicting Functionality [user => conflict => que
SO0 rezultz - Repart - Canflicting Functionality [quemny =» conflict =3 uz
SO0 rezults - full detail [xlz]

SO0 results - by Conflict 1D and Selected Y ariant [=ls)

SO0 rezultz - by Reazon Code and Selected Y anant [xlz]

SO0 rezultz - by Canflict 1D and User Graup [x12]

SO0 lllogizal Combinations Owverview [Export <L5]

SO0 results - full detail with norm and Toodes [#1s]

S0D results - full detail [only bi-dimenzional] (+1z]

4 I

Frirt
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@={ll Configure the application to enable
automated rating to ensure consistency

Criticality - Rating

General 3] EoRV Ve Crical a Rating parameters
Automatic Rating SO¥_C Critical ]
i : ggz_: :igg. |LDW’ | Number of users in thiz audit: 59
: - edium [T MNumber of Self Service Users:
Reporting — B L e I L [0
SAP Related | |50%_06 B [HIGH | Total number of users for rating: 59
Result Container el ggi—g; _ ] WERY HIGH Save Aating parameters |
Morm Codification = SDX_US T _
Camimanks 1 [5a= 10 : Automatic Rating is ON
50D Templates Ratimg chart shown for: [(NA> :I Cigate | Save Hevert to saved I Delete | Copy | :l Clear
Mumber of wsers for <Ma Manage nurmber of users
Criticality ¥ % of users
SOX_Y Wery Catical) .
kS
2
]
0
Q
a2
)
<
o
a2
<
v
<)
5 0.00% 9
Close Preferences Rating = OK LOW MEDIUM é
1 : ©
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CSl

MHEI Edit | SAP Data Info Audit

Autharization Authorization

Objects Object Fields
Authorizations

Menus with all information you need

Report:
Transactions Transactions Profile
Info Generator Menu

Transactions | Profil

e Generator |

e
Users Users User Buffer

Info Compare
Users

SAPData | Info | Audit

E B (E E

Reports Help

Roles  Raoles Profiles Profiles
Info Info
Roles | Profiles

Autharizations Autharizations Invalved
Info Persons

Authorizations | Irvolved Persons

3@

Select  Audit

& Run Cockpit Review Audit

Full Process Result Segregation stad
Container of Duties Analyzer
Audit Selection , Results | S5tad analyzer |

Observe. Think. Act.
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@A=\l Freeware Export to Excel

Export to excel

CSI &

1 - Attach i
; ; Wanant Query Description Log Sys. a
2 - Result container |' o
= - 1 | & & @ L]
2a - Select processes i : _ _
2b- Select queries NA> FoLMCL FLGL: Maintain G/L Master
2c-Select involved persons | =NAs FVENDZ FI-MD: Maintsin Vendor Master.  P2SCLNT405
3 - Export _ A FCLOSA Fl: Maintain F| Posting Perieds (.. FZ5CLNT405
Ay i FAPMDR FI-AF: Maintain AP Manual Pos_. PZRCLNTA05 i)

Total row count; 61

Save folder | D:\SoftwarelCSIAA ]
File prefix RC | Il Existang flies will be cverwntten |

Close workbool after export (reduces system resources) [ Maxcimum rows on a shest 6553‘6 ] '§'
Grouping by guenes Preferences g
= . - a2
@ No grouping | Bxport query data (crosstsb) | Group data (slow) o
5 | Export statistic data (executed information) 7] Apply advanced layout format S
b L: = ) _ ) =
RC headers  New wo Export query info : Format detail sheet (slow) =
| Export query detail I"| Bpply sutofilter (non blanks) X
Preferences T T ) I
™| Export flat data 7| Ldd sheet summaries S
0
@)
©

@ Mo grouping () New worksheet ) Maw workbock  [V] on user [ on user group

Valid until:  14/06/2013 [ Expot | Concal




One example of CSI E2E

Conflict Info: PTP_MT_B2_0010

Vendor M.D. (Fin.) AND A/P Payment Run
Bi (B2) - Qa AND Qb
Selected domain: <MNA=

|A Fi+ P25CLNT405 FAPPRA <hFI-AP: MaintalA F1+ P25CLNT405 FVENDA < FI-MD: Mai
F110 Parameters for Automatic Paym Audit STAD FK01 Create Vendor (Accounting)  Awdit STAD
F110S Automatic Scheduling of Payme Audit STAD FKD2 Change Vendor (Accounting)  Audit STAD
FBZ0 Display/Edit Payment Proposal Audit STAD FKD& Block Vendor (Accounting) Audit STAD
FBZ4 Print Check for Payment Docum Audit STAD FK0B Mark Vendor for Deletion (Acctr Audit STAD I
FOTA TemSe/REGUT Data Administra Audit STAD OCCK Vendor: Trading Partner Audit STAD

OT41 C FI Change Vendor Audit STAD

KK Create vendor {centrally) Audit STAD

¥K02 Change wendar (centrally) Audit STAD

KK0A Block Vendor (Centrally) Audit STAD

¥K0B Mark vendor for deletion {(central Audit STAD

*K99 Mass maintenance, vendor mas Audit STAD
USERQ03{TomJones  Yill | i [FAPPRA: [USER003iTomJones  _ iYill | i FVENDA :
'USERO009 :Ronny Osbome iYill Ui FAPPRA P USER009 Ronny Osbome i iFVENDA !
{USER010 John Daby T YT TIFAPPRA T USERD10 ohn Daby T {E!FVENDA
USER022iTom Cash iYili {ED {FAPPRA [ [USER022{TomCash | {Ei_iFVENDA |
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@={ll Auditing CSI Authorization Auditor ®

m Efficient (ROI)

m Can be done remotely avoiding all types of collateral costs
such as hotel expenses

m Can be done online with instant access to intelligence reports
m Effective (Best Practice / Security Improvement)

m Mergers: IT risks are known within the week
® QA check on your SAP monitoring system
®m Simulation on rule changes

® How much does the system deviate
B Tuned for business readiness

® Dynamic and pointed on demand on any SAP system
®m Mergers: process & IT risks are known in the week
®m Report on Desired state versus Actual state

Observe. Think. Act.
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